Trihedral VTSCADA setup with DL4500-EDH+ using Allen Bradley Encapsulated DF1 Driver (Tunneled
DF1 under Ethernet TCP/IP ) With no need to use Lantronix Comport Redirector

Using Lantronix Device installer, Telnet to the DL4500 and make sure you have set up your DL4500 IP
address, If you have a multi master it should look like similar to those seen below, please make sure the
DF1 setting highlighted be exactly same.

£# Lantronix Devicelnstaller 4.4.0.2
File Edit View Device Tools Help
) Search [ Options @ Exclude & Assign IP ) Upgrade

=-§8 Lantronix Devices - 1device(s) | Device nfo  Configuration Records  Status Records  Web Configuration  Telnet Configuration
=-gis Ethemet (192.168.2.137) 7 -
i . - - [}
5 & 2Peo 1P Address: 192.168.2.50 Port: 9999 & Disconnect " Clear
< xPico-lAP -fimware v3.1
152168250 MAC address O0S0A3BEBB72

Software version V3.1.0.0 (1€0804) XPICO
Press Enter for Setup Mode

Model: Device Server Plus+! (Firmware Code:PR)
Multi-Master DF1

1) TCP/IP Network Settings:
IP addr 192.168.2.50, no gateway set, netmask 255.255.255.0

3) M5G Block Remote IP Routing Table
(* None Defined *)

D)efault settings, S)ave, Q)ulit without save
Select Command or parameter set (l..3) to change:

If you have a Standard Tunnel, it should look like similar to those seen below, again please make sure
the DF1 setting highlighted to be exactly same.

2 Lantronix Devicelnstaller 4.4.0.2
Flle Edit Visw Device Tooks Help
S search G Options @ Exclude & Assign P ) Upgrade

=% Lantronix Devices - 1 devicefs) Device Info  Configuration Records  Status Records  Web Configuration  Tenet Cortiguration
- gin Fthemel (192.168213 =
N E?CI th[ . IP Address: 192.168.2.50 Port: 9999 & Disconnect ¢ Clear
5 i Pico AP - frmware v6.9 *** basic parameters
5 192168250 Hardware: Ethernet TPI

IP addr 192.168.2.50, no gateway set,netmask 255.255.255.0
DNS Server not set
DHCP FQDN option: Disabled

*** Security

SNMP is enabled
SNMP Community Nam=: public

Telnet Setup is enabled
TFTP Download is enabled
Porc 77FEh is enabled
Web Server is enabled
Web Setup is enabled
ECHO is disabled
Encryption is disabled

Enhanced Password is disabled

*** Channel 1

Connect Mode : CO

Send '+++' in Modem Mode enabled

Show IF addr after 'RING' enabled

Auto increment source port disabled
Remote IF Adr: === none ===, Fort 00000
Disconn Mode : 00

Flush Mode : 00




Start Trihedral VTSCADA software and add a new application and type the desired name.

VT Add Application Wizard X

A sophestion vVTScadalicHt

Create a new standard application or take a mone advanced option

® Quick sdd
Add a new standard application with the most common settings and the following name:
DL450d
J Advanced

Add & non-standard application (e.g. bassd on an OEM layer) or add an existing application (from a
ChangeSet file, from application files on disk or from & workstation on your network).

4 Back Net » Cancel

T Add Application Wizard X

A6 sppkituen vTScadalicHr
Create a new standard application or take a more advanced option
i |
® Quick add
Add a new standard application with the mast common settings and the following name:
DL4500 1
Advanced
Add a non-standard application (e.g. based on an OEM layer) or add an existing application (from a
ChangefSet file. from application files on disk, or from & workstation on your network).

1 Back Net  » Cancel

VT Add Application Wizard »
Quick add vTScadalicHT
Ready to add application IG
| !
Press Finish to ereate an application using these settings:

Application Name:
DL4500 1

Application Path:
CAVTScada\DLA10OT,

To specify application display options, access the Edit Properties panel from the Applacation Configuration
dislog:

[#] Seart application now

| 4 Back Finish Cancel
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Click on Tag Browser (2nd icon top right)

i)
-3 Menus AlprPriceityd Event Adarm Priority
70 Syvtem Alsem DB

T Alarmrioey] Critical Alarm Atarem Priority
- Gotem Eemt 0 AlprmiPrority? High Alarm Alarm Prionty
AlwmPreetyd \Winrrargy Alarm Alaren Prisity
Alarmroeingd MNatice Blaren Prissity
Analog valor delautt font Font Sty
22 P Aval Fant Sty
i1-Ous O Desables Call Out For Def Rester
LabeiFont Font for romal label test Font Sty
MedwmEent 12 P Avial Font Styje
B Menus Meru ftem 0
MeterFont Font for Meter Legends Font Style
Oiperator Notes Oiperator Notes Notebook Notebock
Sralibeterfont Foet for Meter Legends Font Sty
b System dlarm DB Alsrm Ditsbase
b System ivent DB Atarm Ditabase
System Notes System Notebook Notebock
Systemalamistorian Syvtem Alam Historian Histera Systemlarmi
Systembatonisn System Fistorian Higtoriar Systembiistor
SystemSiple Detauit System Styde Settings Style Settings

New Fropetie: D, Close
- T T 1

Click on Ports _
| VT Select Type X

Recently Used Types

Analog Status
Digital Status
Digital Control
Context

Tag Groups

| All Tag Types
Analogs
Analytics

| Containers

; Digitals

| Drivers

| Inputs

| Qutputs

| Ports

| Stations




Click on TCP/IP Port

| ¥T Select Type b4

Serial Port
| Tcpnp port
| UDPAP Port

Cancel

Under ID tab, type the name, select the area and type the description of the port.

| T Mew TCPAIP Port Properties x

o Connection I Display

Mame
Area

| -

Description

Help Search Key

Ok Cancel

Click on OK

| VT New TCP/P Por: Properties b
[+] Connection Dusplay

Name
DLASD0EDHP-EMCAP

Area
i System

Description
DL4500-EDH? Encapsulsted DF1

Help Search Key

oK Cancel

Under Connection tab, enter the DL4500 IP address and change the TCP/IP port to 10001 same to the
one that was set in Telnet settings, then click on OK.

VT TCR/IP Port (DLLSODEDHP-ENCAP) Properties X
1*] Connection Display
TCPAP Name/Address TCR/IP Port Number
hs2 62250 10001
Disconnect Delay (sec)
E

| oK Cancel




Right click on the created port and click on New Child.

| T Tag Browser (21 Matches / 4744 Runeing, Licensed O Uised / 30 Avstabile)

-
i

Show Childeen —
| v Disabied | Al Aeat

[r——
AlarmPricrity]
AlarmPricrayl
HarmiPorayd
MarmPrcrapd
AnalogFort
Biggerfont
Dyt Call-Out O
DLASOOELHP-ENCAP
LabeiFort
MedhumFant

B Merus
Meterfoet
Operator Notes.

L Systars Alwm DF

B System Eveea DB
System Bates
Systemalsmiintonian
Systensintoran
SystemStyle

+0) Syvtem Adarm OB
43 Sytem Event 08

A Types
Event Alsrm Priarty
Critical Alarm Alprm Priorty
Figh Alsrm Alarm Friarty
Warring Alsem Alger Priseey
Motce Alaem Priorey
Ainalog value default font Fomt Shyle
12 Py dvial Font Style
Desables Call Out For el Roster Roster
DLA500-EDHP Encapsulated DF 1 TCP/P Port
Font for normal Label text Forn Style
12 Pr Arial Fort Style
Merw ltem
Font for Meter Legends Foet Sayle
Operator Notes Notebook Hotebook
Font for Mater Lagands Foet e
Alarm Datasase
Alsem Datazase
System Natebosk Nasebook
System Alarm Historian Hatonan
System Histasian Hirtoran
Defaut System Style Settngs  Siyle Setings

12L1682.50

[ mmcoamax
Click on Drivers
| VT Select Type X

TCPAIP Port
Analog Status
Digital Status

Digital Control

DD
R R

Tag Groups

| All Tag Types
Analogs
Analytics
Containers

| Digitals

| Drivers

| Inputs

| Outputs
| Ports

| Stations
|

|

|

Cancel

Click on Allen Bradley DF1 Com

| VT Select Type X

Allen Bradley DF1 Compatible PLC/RTU
CalAmp Diagnostic Driver

Campbell Scientific Array Driver
Campbell Scientific PakBus Driver
CIP/ENIP Device

Data Flow System RTU

DDE Client

DNP3 Compatible RTU

Driver Muitiplexsr

Enron MODBUS Driver

Fisher ROC Driver

GE Series 90 Driver

|EC 60870-5 Driver

JSON/XML Driver

Koyo DirectNET

MDS Diagnostic Driver

Modbus Compatible Device

Motorols ACE RTU

INMEA 0183 Driver v

Cancel

D
Plot
View Alarma,

Goto Page
Ga to Page (Popup)
Properties

patible PLC/RTU to select the DF1 driver.



Under ID tab, type the ID name of the driver, select the area and type the description.

VT Mew Allen Bradley DF1 Compatible PLC/RTU Properties *

D Tygpe | Seial | S0 | TPAP | DAGResd

Name
DLAS00EDHP-ENCAP | |

aves
[ System v]

Description

Help Search Key

Click on Type tab

VT Mew Allen Bradley DF1 Compatible PLC/RTU Pioperties %

D Type | Seral | D PP | DIGResd

Name
DLASO0EDHP-ENCAP | Encap-DF1

Arca -
System -

Description
DL4500-EDHP VTSCADA Encapsulated DF1|

Help Search Key

oK Cancel

Under Type tab, select your PLC type, for Communication mode select Serial/Modem, and enter the PLC
node address number in Octal.

VT New Allen Bradley DF1 Compatible PLC/RTU Properties x
D | Type Seial | SD | TCRAP |  DLGResd
PLC Type Communication Mode
® Po Type Selected| ¥ Serial/Modem
PLC-2 sD
PLC-3 3 TCPAR
PLC-S
PLC-5/250 []5tare Last Output Values
SLC-500 []Enable Aute Rewrite

Micrologix 1100-1500 CTHold

PLC Address

Number of Virtual Words

0K Cancel

In our application here we selected PLC5 whose node address is 7, then click serial tab.

VT New Allen Bradley DF1 Compatible PLC/RTU Properties x

D Type Seral | SD | TCRAP |  DLGResd
PLC Type Communication Mode
No Type Selected ® Serial/Modem
) PLC-2 ) SO
PLC-3 PP
® PLC-S
) PLC-5/250 [JStore Last Output Values
< SLC-500 [JEnable Auto Rewrite
3 M 1100-1 =
D Migrologix 1100-1500 CHeid
PLC Address
1

MNumber of Virtual Words

0K Cancel




Under Serial tab, make sure to check mark BCC, enter the DL4500 node address number in Octal ( which
is the last octet of the IP address, refer to DL4500 manual for details) and select the Full Duplex for DF1
mode.

YT MNew Allen Bradley DF1 Compatible PLC/RTU Properties x
[+] Type Serial S0 | TCRAP | DLG Read
Port
[*Pont]  DLES00-EDMP Encapsulated DF1 E "%
Tiene-Out Limit ENQ Delay
]
VTScada Station Address [Octal) RTS Key OF Delay
0.00
= 2 DF1 Mode
1 + Retnes |8cC
® Full Duplex
. Half Duplex
] Muiti-Message Mode Radio Modem
oK Cancel
Our DL4500 last octet is 50 Decimal=62 octal, that would be VTSCADA Station address, click on TCP/IP.
[vr New Allen Bradley DF 1 Compatible PLC/RTU Properties *®
D Type Serial b | e DLG Read
Port
[*Fort] DL4500-EDHP Encapsulsted DF1 X B9
Time-Out Limat ENQ Delay
5
VTScada Station Address (Octal) RTS Key Off Detay
062 Q.00
1 I Faetre: W BCC Lt Moy
. ® Fall Duplex
] Multi-Message Mode ::I:'::”
oK Cancel
Under TCP/IP tab, the TCP/IP address should come same as the PLC node address number.
YT New Allen Bradley DF1 Compatible PLC/RTU Properties x
[[+] | Type Serial | SO TCPAP DLG Read
TCPAP Address
7
TCPAP Port Connect Time Limit (s)
5
Time-Out Limit EtherNet/ 1P Inactivity Timeout
5 16.51968
Cana
To add data tags, right click on the driver and click on New Child.
[ Tag Beowser {1 Match /4 745 Running, Licensed © Used / 50 Aadable) - o x
zﬁ'_l DLASODEDHP-ENCAP »
Mg :::;:;uuu: Al free -] [ antypes

:J\,- DLASIOEDHP-ENCAP
3 Encap-DF1

£ Merus

+-3 System Alarm C8

- System Event 03

New Child
Delete

“x BEs

Enabled
Set Stant Condition

Go ta Page

Go ta Page (Popup)

T =]




As an example to add the 1 word of integer file N7, click on Analogs.

VT Select Type x

Ao Bractiey DF Compatitie PLC/ATU

TCRAP Port

Analog Stata o k=
Dogetal Statss O L=

Arakogn

Aratptics
Comtuners
Digaas
Drwvens
Inputs
Cutouty
Portt
Stanans

Cancel

Click on Analog Status.

VT Sebect Type x

i
f

D
RERR

P

i
i
-]

K

Cancel

Type an ID name for the tag and description.

VT Bew Aeog Ststus Propeties ®

0 | VO | Scaing | Alsm | Exterad Al | Guaity | Dustay [ Hintorin

Hame
CLASIOEDHP-ENCAF Encag-OF) | intF?

Ares
yvtem

Descrpton
st wed e integer Tie NT

Halg Saarch Key

o Cancel

Under 1/0 tab, type the address of the tag.

VT Bew Aeuog Ststus Propeties

0 | VO | Scairgy | Alsrm | Exteadl Alarms | Guabty | Dstay | Hintorin

VO Deviee
["Drover]  DLES-EDHP VTSCADA Encaprusited DF1 * B
Addren Scan interval
|
Hestory Address Hatory Scan interval
Manusl Data
Enable Cuapt




Click on Scaling tab.

VT Bow Anslog Statis Prepetics x

D VO | Scaing | Aew | Estenal Alsrms | Guskty | Diglay | Hstoren
VD Device
["Dvar] DLAS00-EEHP VTSCADA Encaprulsted DF 1

% u9
ssdre Scan Interal
W 1
Hatory dckdren History Scan inteeeal
Manual Gata
Erale Outpt
o Cancel

Enter desired scaling for your tag then click ok.

VT Hew Anslog Statin Prepeties x

© | VO Scaling | Adew | Extenal Alarms | Gusbty | Diplay | Hatorian

Unsceed Process Data Min
o

Unscaed Process Data Man
Scabes Proces Duta Min
]
Scabed Process Dats Mas
00
Low Seale Vakse

Figh Seaie Vak

Engirsrering Usits
[

oK Cancel

Below we can see the value 206 which is the 1* word of integer file 7 in our PLCS.
VT Tag Browser (2 Matches / 4,746 Running, Licensed 1 Used / 50 Available)

. DL4500ECHP-ENCAP »

[+] Show Children | 1
| [¥]Show Disabled | All Areas |

Names

All Types
=0 \ Description
7 DL4S00EDHP-ENCAR ‘%O Encap-DF1 DL4500-EDHP VTSCADA Encapsulat Allen Bradley DF1 Comy 7
=+ Encap-DF1 2 Encap-DFI\IntF7 first word of integer file N7 Analog Status NTO 206
© IntF7 p- eg og
& In

+-> Menus
+-) System Alarm DB
+-03 System Event DB




Here we will repeat the process for the SLC504

A Dooooins i VT New Allen Bradley DF 1 Compatible PLC/RTU Properties %
. e i ¥ sann 0 Type Seal | 5D AP | NG Resd
e = DA VTICALS Ininpudin A Binbey CF1 Comy o Name
O b 01 . Fromf? et sl o st e N7 e L -
2 DLASODEDHP-ENCAP | Encap-she
Aows
System
Description
o DLAS00-EDHP VTSCADA Encapruated DF1 for SLC
Kelp Search Key
ok Cancel

=

Propeem

[

Our SLC504 DH+ node address number is 23 Octal.

T Allen Bradiey DF1 Compatible PLC/RTU (DL4S00EDHP-ENCAP\ Encap-sic) Propert.. X || VT New Allen Bradiey DF1 Compaible PLO/RTU Properties X
] Type Seial | SD | TCPA® |  DUGRead D | Type Serial 0 TP | DiGResd
PLC Type Communication Mode Port
Mo Type Selecied W SerislModen ["Post] DLASOO-EDHP Encapsulated DFT o B
nc-2 0
PLC-3 TCRNR Tirne-Out Lamat ENG Delay
PLC-S 5
PLC-5/250 [ $tore Last Output Vahoes
B RIC-500 [ Enable Auto Rewrite TScads Station Address (Octsl) RTS Key O# Delay
Micrologix 1100-1500 DCJthcid — s
PLE Address DF1 Mede
2 1 Retries ecc
! Full Duplex
Mumber of Vietual Words Half Duplex
Maiti-Message Made Racko b4
o | e o
L
VT Mew Allen Bradley DF1 Compatible PLC/RTU Propesties x L
A Cuttommses dhvcar +
D | Type | Senal 50 TceAP DAG Read G P —prr
IS s 0D breas 091 DLENE EDHF VTICADA bncapmutat Abes londhey DF ) Comy 7 []
5 3 g OF Tt vt e g BT A s we
* N ol ‘b DLASIE. EDHE VTICADA Entapratat Adws |rachey DF ) Comy 20
TCP/IP Port Connect Time Limit () et
5 i
A ca
Time-Out Limit Etherhiet/IP Inactivity Timeout bl o
5 1651968 o
Cuiese
Fitrie: o Tkt
Sot e Comttnn
G
Gt g Pt
Prmpertars
e

[ e o

Clews

Our new tag from SLC504 is 3" word in integer file N7.

X | VT Select Type bl

| VT Select Type

Recently Used Types

@ Analogs

| Allen Bradley DF1 Compatible PLC/RTU
| Analog Status

| TcRAP Port

| Digital Status

Q l~

0 |~

Analytics
Containers
Digitals
Drivers
Inputs

Cancel

Analog Control
Analog Input
Analog Output
Analog Status
Calculation
Counter

Pulse Input
Rate of Change
Totalizer

D
RRRR

D
R

Cancel




[ Mew Analoeg Satus Praperies ® 'vrm-mmm.»wm b4
10 [ V0 | Scatng | Msem | Extenat ey | Qusity | Displry | viwtorisn 0 | U0 | Scating | Mlwm | Gatemal Alarmn | Guustity | Dipley | Watorisn |
Hame V0 Device
DLASI0EDS @ ENCAP Encap-le | IfilT ["Orrve]  DLASIC-EDHP VISCADA Encapyulated OF1 dor .0 X Eq
Ares N ey e eyl
| Symem - Lt | 1
Denirpten ey Adseps Htesey Sean Inteal
irdd et of ieteger Tie N7
Help Sanch Key Marneal Data
| Eratile Outprt
ox Concal o (=]
| VT Tag Browser (4 Matches / 4743 Running, Licensed 2 Used / 50 Available) - o X
@ DLASOOEOHP-ENCAP »
[ Show Children 1 | .
- Names | v [ s ] [aatypes ¥ s an
=0\ MName - Description Type Address Value
-0 DUASO0EDHP-ENCAP %D Encap-OF1 DL4500-EDHP VTSCADA Encapsulat Allen Braciey DF1 Comy 7 o
T ? _‘-'"‘_"D" 3 Encap-DFTUnFT first word of integer file NT Analog Status N 208
o?ﬁ"‘;; BO Encp-sic DL4500-EDHP VTSCADA Encapsulst Allen Bradiey DF1 Comy 23 0
Ly inefi7 9 Encap-sic\IntilT third word of integer file NT Analog Status NT2 5904
o Menus
- System Alwm D8
£ System Event DB

 mmcomaes

Those two values are confirmed here by monitoring data N7 of PLC5 & SLC504 in RSLINX.

& RSLinx Classic Lite - [RSWho - 1]

&= File View Communications Station DDE/OPC Security Window

Help

&| 818

vV Autobrowse

Refresh

l—n'{m Browsing - node 11 not found

5

- = Workstation, LAB-3 g i !
#-&5 Linx Gateways, Ethernet '
& -&5 AB_ETHIP-1, Ethemet 62 07 22 23
()25 DL4500-EDHP, Data Highway Plu | Workstation COUNT_2  1756-DHRI.. COUNTING
- 07, PLC-5/80E, COUNT_2
- 22,1756-DHRIO/B, 1756-DHR PLC-5/80E: Data File N7 -
# 5 23, SLC-5/04, COUNTING
L. 62 Workstation | 0 1 2 3 4
OB ks Bt M7 B N7:0 206 412 618 206 206
N7:5 206 206 206 206 206
0 1 2 N7:10 206 206 206 206 206
N7:0 1998 3996 5994 N7:15 206 206 206 206 208
N7:4 0 0 0 N7:20 206 206 206 206 206
N7:8 0 0 1060 N7:25
N7:12 3180 0 0 Status: Active
N7:16 0 0 0
N7:20 0 0 0
N7:24
|Status: Active




